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[0001]

In a distributed computing system or any system in which computing systems are

connected via a computer network, the various components and/or computing systems need to
have a method whereby each system can reliably authenticate the identity of another computing
system with which it communicates. This authentication step can be an important part of secure
communication. Indeed, if a computing system cannot reliably authenticate the identity of
another computer system, secure communication of sensitive information cannot occur.
[0002]

One method for confirming the identity of computing system components in a

networked environment includes a process for certifying a particular computing system and
issuing authentication certificates to each computing system. In some examples, a certification
authority can both certify the identity of a computing system and generate the authentication
certificates. These authentication certificates can be provided to the associated computing system
for use when authenticating themselves to another computing system. The associated computing
system and the computing system two which it is authenticating itself must trust the certification
authority that issued the sending computing system’s authentication certificate. The
authentication certificate can enable a process for the recipient computing system to ensure that
the authentication certificate itself is not fraudulent and is associated with the correct computing
system.
[0003]

Once the authentication certificates have been distributed, each computing system

within a network can use their received authentication certificates as part of an authentication
protocol. For example, a computing system can transmit its associated authentication certificate
to another computing process as part of an authentication process at the beginning of any
communication (e.g., a handshake between two computing systems).
[0004]

To ensure that security is maintained, certificates issued by a central authority can be

designed so they periodically expire and are not eternally valid. When the authentication
certificate associated with a computing system expires, the computing system must recertify with
the central authority to ensure the certificate represents the most up-to-date information about the
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certified computing systems. One method for determining when a certificate will expire is to set
a time limit after which the certificate can be deemed invalid.
[0005]

However, certificates that expire based on the time limits can have some problems.

First, some computing devices (especially very simple computing devices like switches within a
network) might not have access to a reliable indicator of the current time. As a result, in at least
some examples, an alternative method can be used to determine when a certificate or other
authentication mechanism has expired.
[0006]

One alternative to a time-limited authentication certificate can be the use of

cryptocurrency coins to enable the expiration features of an authentication system. For example,
a certification authority can issue a certificate to a computing system in a peer network peer
computing system. A number of cryptographic coins can be associated with the certificate. The
number of cryptographic coins can be recorded by the certifying process (represented in the
certificate itself) and stored in a ledger (or log) kept by each computing system in the network.
Each cryptographic coin can be distinct such that it can be used (e.g., spent) in a single
authentication process and cannot be reused. Thus, when a first computing system wants to
communicate with a second computing system in the network, the first computing system can, as
part of an authentication process, transmit a cryptographic coin to the second computing system.
[0007]

Using the received coin, the second computing system can authenticate the identity of

the first computing system. Similarly, the first computing system can receive a cryptographic
coin from the second computing system to allow it to authenticate the second computing system.
Using the received coin, the second computing system has assurance that the first system's
credential has not been in use for an unacceptable amount of time without being replaced
[0008]

The second computing system can access the information stored in a ledger associated

with the ownership of the cryptographic coin to determine whether or not the cryptographic coin
is still valid (has not been spent by the first computing system). For example, the ledger can
include a list of coin transactions, each transaction indicating which coin was used (e.g., spent) to
authenticate a particular computing system and is thus no longer valid. Based on the information
in the ledger, the second computing system can determine whether or not the coin received from
the first computing system is valid.
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[0009]

In some examples, the ledger is constantly updated with new transactions. As such,

when the second computing system receives a coin from a first computing system, the second
computing system can ensure that its local ledger is up to date. In some examples, ensuring the
local ledger is up to date can include contacting one or more other computer systems in the
network for updates to the ledger. In some examples, a central authority can maintain a list of
coin usage and the second computing system can access that list to authenticate the coin received
from a first computing system. The first computing system can authenticate the coin received
from the second computing system in the same way.
[0010]

If the second computing system determines, based on feedback from a peer network or

from a certificate authority, that the cryptographic coin is valid, the second computing system
can determine that the first computing system is authentic and can record the usage of the coin in
the ledger associated with the second computing system. In addition, the second computer
system can communicate with other peers in the peer-to-peer network to notify other peers that
the coin has been used. Each peer that receives this notification can add the transaction to their
respective ledgers. When a sufficient number of peers in the network have recorded the use of
the coin, the usage of the coin becomes accepted within the network and can be referenced in the
future by any member of the network.
[0011]

In some examples, because the knowledge of the usage of the coin can be propagated

through the network at a less than instantaneous speed, it may be possible to reuse a coin
fraudulently for a brief period of time. However, as knowledge of the coin use usage is
propagated through the network, the second usage of the coin will be identified as fraudulent and
the network will be able to resist any future attempts to use that coin for authentication. In some
cases, waiting for an entire coin transfer transaction introduces an unacceptable amount of
latency in a communication handshake. Thus, in some cases it is acceptable to submit proof that
a transaction with a particular coin was submitted. The verifying party must check the ledger to
ensure this coin has not already been spent.
[0012]

As a computing system uses coins, the remaining number of coins can decrease. The

certification authority (e.g., the coin issuing authority) can predetermine the number of coins that
may be used by a first computing system before the first computing system must recertify with
this certification authority. In some examples, the number of coins is represented as a percentage
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of the original number of coins. For example, the certification authority (or the network itself)
can mandate that when one-half of the issued coins are used, the first computing system must
recertify with the certification authority to have a new certificate and an associated batch of coins
issued.
[0013]

In this way, the certificate can expire without having to keep track of time elapsed since

the last certificate was issued. In some examples, the number of coins issued by the certification
authority can vary based on the expected usage of the first computing system. In this way, the
certification authority can roughly standardize the expected amount of time between
certifications based on how busy a given computing system is. Thus, computing systems that are
authenticated more often and thus use coins more frequently, will initially start with a larger
number of coins while computing systems with low traffic can initially start with fewer coins.
[0014]

It should be noted that cryptocurrency coins or cryptographic coins can be digital assets

that have an associated ledger (e.g., a blockchain) that can securely store information about the
ownership and usage of coins using cryptographic techniques. These coins can be implemented
for use in a networked system of computing systems. Each computing system can maintain a
ledger of the coins, the owners of coins, and the transactions in which coins are exchanged.
[0015]

The ledgers allow the members of the network to regulate the creation of new coins,

secure transaction records for each exchange, and enable members of the peer network to verify
the current ownership and transfer of any particular coin. In some examples, a cryptocurrency
coin can be created by a central authority and then distributed the coins throughout the peer
network. In other examples, the cryptographic coins may be decentralized such that the network
of peers can act without a centralized certification authority.
[0016]

If a central issuing authority is present, each time a coin is used to authenticate one

computing system in the peer network to another computing system in the peer network, the
computing systems may transmit a notification to the central authority. Additionally or
alternatively, the record of the transaction may be stored by transmitting it to other computing
systems in the peer to peer network for storage in their ledgers.
[0017]

In some examples, each computing system in the peer-to-peer computing network may

store a ledger associated with one or more coins. As noted above, the ledger can include
information describing the current owner of the coins and any transactions associated with the
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coins. This ledger can be secured using cryptographic techniques. Thus, no single computing
system within the network may fraudulently record the transfer or ownership of any coin because
a transaction may only become accepted by the network once a plurality of computing systems
within the network come to a consensus about the current ownership of a coin.
[0018]

In some examples, the authentication procedure between the two systems can be a

handshake. One example of such a handshake protocol is the transport layer security handshake.
Such a handshake can include an initial message in which the initiating computing system can
suggest the particular communication protocols and encryption techniques that can be used and
the receiving computing device can respond with information confirming which specific
communication techniques are to be used. Once this initial stage is done, one of the computing
systems can transmit an authentication instrument to the other. In this case, the authentication
instrument can be a cryptographic coin. The receiving computing system can then determine
based on information in its own ledger or in information received from one or more other
network computing systems in the network whether or not the coin is valid.
[0019]

In some examples, the authentication instrument is a representation that the coin has

been transmitted to the central authority rather than the coin itself. In this way, the coin is never
transferred to another computing system. Instead, the computing system can receive information
allowing it to determine that the coin has been returned to the issuing authority and will therefore
no longer be used for future authentication procedures. This information can then be stored in the
ledger and shared with other members of the network.
[0020]

In some examples, both computing systems can exchange either coins or notifications

that the coins have been returned to the central authority. Once each system has verified that the
coin is valid for this particular interaction, the computer systems can then begin a secured
exchange of information. Of course, other steps may be taken based on the specific
authentication or communication protocol that are outside the scope of this document.
[0021]

This system for authenticating computing interactions using cryptographic coins can be

used in a networked system with a large number of peer computing systems. One example in
which such a process of authentication may be used is the backend services for a computer
service provider. For example, any large computing services company may provide a variety of
services both to external users and to internal computing systems. The internal systems may all
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exist in a network of peer computing systems (e.g., computing systems 1, 2, and N) such that
each computing system can communicate with the other computing systems. To ensure that the
communication remains secure, a central certification authority can issue, for each computing
system in the network of peers and using certificate creation system, an authentication certificate,
and a certain number of cryptographic coins. The cryptographic coins can be stored in coin
storage system at each computing system.
[0022]

In some examples, each peer computing system in the network can keep a list of all

current coins including the current orders and whether or not those coins have been used. In
other examples, the certification authority can store information allowing members of the peer
network to determine whether or not a particular cryptographic coin is valid. Thus, when a
computer system within the network communicates with another computer system in the
network, the two systems can begin a handshake protocol which can include exchanging of one
or more coins between the systems. When the coins are exchanged, the new ownership of the
coins can be catalogued in the ledgers associated with each computer system in the peer network.
[0023]

Thus, this disclosed system can represent an alternative to using time-based tools to

ensure that certificates are periodically refreshed. Doing so enables the computing systems that
might not have access to a reliable indicator of the current time to ensure that their certificates
are periodically recertified. Similarly, a system without access to reliable time measurement can
validate the identity of another system based on a record of coin expenditures.
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